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Abstract

Educational leaders are prime observers of their school performance and progress. As leaders and active participants in the steps
towards school improvement, they must take into consideration diverse stakeholders’ opinions, ideas and beliefs, and technical aspects
such as data analysis while engaging in the decision-making process. This practice can be enhanced by considering the circumstances
and all stakeholders involved from a holonomic viewpoint rather than an egocentric viewpoint. This article explores the holonomic
conceptual platform and its strategies as a conduit to broaden emergent school leaders’ perspectives.

Keywords: decision-making, holonomics, leadership, school improvement, systems thinking.

Esse est percipi

(To be is to be perceived)
George Berkeley

1 Introduction

Schools nationwide face numerous and complex challenges, from less-
than-ideal student scores in standardized assessments to tense school cli-
mate, corroding the already debilitating condition of K-12 public educa-
tion (Ravitch, 2016; National Center for Education Statistics, 2016).
Schools identified as persistently low-achieving may choose to receive
state funding, which typically is attached to assurances to speed up student
achievement. With the authorization of the Every Student Success Act
(U.S. Department of Education, 2015), local school leadership teams must
generate clear strategies and solutions to tackle these demands.

When teams are unable to develop a solution because of lack of con-
sensus or ideas, they may emulate and implement other schools’ initia-
tives, which may not be suitable for their site, augmenting their chances
of failure and negatively influencing student progress. The importance of
enhancing teams’ problem-solving skills is considered a predictor of many
other positive relations, such as student achievement (Chrispeels, Castillo
& Brown, 2000). Typically, teams are composed of teachers representing
various content areas and specializations, guidance counselors, adminis-
trators, parents and school board representatives. In some instances, state
law mandates meaningful engagement with parents, pupils, school person-
nel, local bargaining units, including those representing subgroups, such
as English Learners and special education students (CDE, 2016).

To develop schools and districts’ improvement, strategic and local
accountability plans, educational leaders have been increasingly holding
school leadership teams and stakeholders’ meetings where the voices of
the school community could be heard. Educational leaders are responsible
for managing these all-inclusive teams, guiding them in the decision-
making process and synthesizing the information into comprehensive
plans and action items that can be implemented with fidelity.

Facilitating teams and stakeholders” meetings is a daunting task for
leaders, as individuals’ opinions vary and may be guided by personal mo-
tives and unique cultural values. Additionally, team members’ emotional
states may play a part in the decision-making process (LeBlanc,
McConnell, and Monteiro, 2015). Data can assist teams to keep the focus
of the meetings on factual information. Use of data has been shown to
result in appropriate decision-making (Gullo, 2013). Although the use of
data is valuable and widely popular, itis just one useful vehicle to navigate
the winding road towards student achievement and school improvement.
Hargreaves, Morton, Braun, and Gurn (2015) argue that:

Data can help in addressing these issues, but in the end, some of our
most challenging educational and social problems will not mainly be
solved by more or better data, just as they will not be solved by more tech-
nology or by any other silver bullet. More and better data can help us
make more efficient educational decisions and judgments, but they will
not, of themselves, help us make wiser or more humane ones. (p. 5)

Hargreaves et al. (2015) suggest the need to recognize the
multidimensional aspects and tools that must be taken into consideration
when working to achieve school improvement. This includes the team’s
capacity for problem-solving and decision-making, each team members’
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unique characteristics and input, and the capacity to employ tools such as
data in a “wiser or more humane” way. The skill of the educational leaders
to identify and work with all of these elements, at times simultaneously,
requires conscious effort and practice. The leaders must be able to see the
intrinsic as well as the extrinsic dimensions of the situation. The need for
multidimensional approaches to educational leadership calls for innova-
tive approaches to educational leadership. Educational leaders need new
frameworks that will enable them to appreciate the relationship between
the organizational parts and the whole, which together constitute the com-
plex process of working with others on school improvement efforts.

By enabling organizational leaders to see organizational issues as mul-
tifaceted and complex, Holonomics offers one such innovative approach
to educational leadership. It requires practice and a set of clear strategies
and techniques to perceive more than one facet of a situation affecting an
organization and to act on that perception. The failures to recognize pat-
terns, to see potential interferences and to accommodate all stakeholders
in a situation, often lead to poor decisions made in a hasty manner. Heifetz
and Linsky (2002) use a brilliant analogy to understand this concept:

Let’s say you are dancing in a big ballroom. . . . Most of your attention
focuses on your dance partner, and you reserve whatever is left to make
sure you do not collide with dancers close by. . .. When someone asks you
later about the dance, you exclaim, “The band played great, and the place
surged with dancers.” But, if you had gone up to the balcony and looked
down on the dance floor, you might have seen a very different picture. You
would have noticed all sorts of patterns. . . you might have noticed that
when slow music played, only some people danced; when the tempo in-
creased, others stepped onto the floor; and some people never seemed to
dance at all. . . . the dancers all clustered at one end of the floor, as far
away from the band as possible. . . . You might have reported that partic-
ipation was sporadic, the band played too loud, and you only danced to
fast music....The only way you can gain both a clearer view of reality and
some perspective on the bigger picture is by distancing yourself from the
fray. . . .If you want to affect what is happening, you must return to the
dance floor. (p. 53)

In the case of school leadership, poor choices that fail to take into con-
sideration the larger picture may inadvertently provoke chains of events
that ultimately have detrimental outcomes on students’ performance and
development. On a larger scale, this entrenched modus operandi has been
pervasive, as reflected in years of futile attempts to nationwide school re-
form, such as the legislative efforts of Goals 2000, A Nation at Risk and
the No Child Left Behind Act.

Holonomics is a pioneering way of enabling leaders to appraise systems
models, mental models, as well as organizational and economic models.
The word “holonomics” is currently used in physics, classical mechanics,
mathematics, and robotics. In the 1990s, Karl Pribram (1991) used the
term to describe his “holonomic brain theory.” Pribram’s theory originates
from the mapping of particular brain processes, mathematical insights and
optical imaging. In the leadership context, the term “holonomics” fits well
to define the intrinsic and extrinsic dimensions of complex systems. Ho-
lonomics equip us to see the state of affairs from a perspective that allows
us to comprehend the entire system — living, working and interacting. It
is a groundbreaking approach to implementing profound transformational
change in organizations, in which solutions are ones which engage people
across the whole organization, developing strong organizational cultures,
trust, and effective communication among members. This approach de-
scribes a new way of thinking that teaches educational leaders how to
innovate and solve problems creatively by using four ways of knowing —
thinking, feeling, sensing and intuition (Robinson and Moraes Robinson,
2017).

These four ways are often forgotten or repressed in the world of lead-
ership and administration because the thinking patterns that prevail in ed-
ucational leadership are Newtonian and Taylorian in nature, which pro-
duce persistent linear constructs leading to the same undesirable results.
School leadership and management have been acquainted with these prin-
ciples for decades. A simple illustration of this is the manner in which
schools have been and continue to be built and managed, imitating the
blueprints and the characteristics of hospitals, prisons, and industrial
buildings from the 19 century. Capra and Luigi (2014) put it simply by
asserting:

The principles of classical management theory have become so deeply
ingrained in the way managers think about organizations that for most of
them the design of formal structures, linked by clear lines of communica-
tions, coordination, and control, has become almost second nature. This
largely unconscious embrace of the mechanistic approach to management
has now become one of the main obstacles to organizational change. (p.
59)

Holonomics offers ways of countering the resilient human tendency to
categorize, divide and treat predicaments as isolated events without real-
izing the strong connections that transpire among each one of them. In the
case of school leadership, all efforts should be directed towards reaching
the ultimate goal of increasing student progress and achievement. How-
ever, each initiative is selected in isolation without questioning their align-
ment towards this critical objective. David Bohm (2002) precisely identi-
fies this human predilection towards fragmentation by stating:

Indeed, to some extent, it has always been both necessary and proper
for man, in his thinking, to divide things up, and to separate them, so as
to reduce his problems to manageable proportions; for evidently, if in our
practical technical work we tried to deal with the whole of reality all at
once, we would be swamped. (p. 2)

Disrupting this way of deep-rooted thinking is the first step towards
better results. Although this step may sound ingenuous, virtually a funda-
mental notion, it has tremendous potential to change the present mecha-
nistic and fragmented ways of thinking that are prevalent in education and
support teams in their attempts to transform teaching and learning.

Mechanistic Systems Holonomic
thinking thinking thinking
Quantities Qualities Coming-into-Being
A
Re‘latid:nships Meaning
Threshold of Liminality
Fragmented Dynamic Whole

Fig. 1. The liminality point between mechanistic and holonomic thinking. Repro-
duced from Robinson and Robinson (2014). Holonomics: Business Where People and
Planet Matter.



Holonomic Thinking in Educational Leadership

The challenge to adopting a holonomic approach arises at the point
where individuals are able to see the value of holonomic models yet persist
in thinking in mechanistic terms. This point is called the threshold of lim-
inality. Figure 1 represents the point of liminality that leaders must be at-
tentive to, and surpass, in order to navigate the transition from mechanistic
to holonomic thinking. This point of liminality can be overcome by first
considering the theoretical foundations of holonomics, and by seeing how
holonomic thinking can be implemented in educational leadership class-
rooms.

2 Literature Review
Holonomics Theoretical Foundations

The philosophical foundations of Holonomics are based on new herme-
neutic and phenomenological conceptualizations of the whole in systems
thinking, particularly those of Martin Heidegger (1962), Hans-Georg Gad-
amer (1975) and Johann Wolfgang von Goethe (1988). In all of their think-
ing there is a shift away from a focus on thinking about objects which are
out there, independent of us in a physical reality, and move the center of
our attention away from what is seen, i.e. objects, and into the dynamic
act of seeing. This way of seeing is neither purely dependent on words and
symbols, nor entirely dependent on analytical thinking, which breaks
problems down into parts, modeling them, limiting them, and then putting
them back together into a counterfeit whole. Holonomics, therefore, un-
derstands the whole as coming to presence in the parts, as opposed to dom-
inating the parts in a top-down system or being subservient to the parts.
The whole can only be experienced in one’s intuition as an encounter
through the parts. This dynamic conception of wholeness has been with us
since Plato’s time, and yet often it has remained disguised and not recog-
nized since the form in which it appears has been in many different con-
texts.

Furthermore, the theoretical foundations of Holonomics originate from
two philosophies. The first is the educational philosophy of the Indian ed-
ucator Sathya Sai Baba who created the program Education in Human
Values, which has at its great aim the development of character:

Education nowadays develops skills and intellect, but what good is all
the knowledge in the world if you do not have character? Character is the
unity between thought, word, and deed. Some say that knowledge is power,
but | say that character is power. (Sathya Sai Baba, 1989)

At the heart of the program are five human values, which are taught to
all students. These are love, peace, righteousness, truth, and non-violence.
According to Sathya Sai Baba,

Today, everyone wishes to fulfill his selfish interests at the cost of oth-
ers. No one acts with a pure heart and good intention to help others. A
human being is expected to have the qualities of Sathya (truth), Dharma
(righteousness), Santhi (peace), Prema (love) and Ahimsa (non-violence).
Devoid of these qualities, he is not a human being at all. (Sri Sathya Sai
Education, 2008, p. 2).

This approach to education enables and equips people not only to per-
form technical tasks but also to develop wisdom and discernment, to give
the individual the ability to make better choices in their path in life, from
the point of view of everyone and not just themselves. It remind us that a
sound and robust foundation of leadership must embrace human values
and social justice principles.

The second philosophy is the phenomenological and hermeneutical
conception of wholeness articulated by Henri Bortoft (1938 - 2012). This

dynamic conception of wholeness can be found as far back as the writings
of Plato. Bortoft introduces the phenomenological approach to under-
standing experience in the following manner:

But just as, according to Descartes, mathematical physics takes us ‘out
of” the body and separates us from nature, so the lived body can bring us
into the presencing of nature. Such an encounter would be an impossibility
within the framework of modern science, and yet it is only by awakening
to this that we will really understand what is at stake in our relationship
to the natural environment, and at the same time begin to wake up from
our enthrallment by the artificial world of technology.

Phenomenology teaches us how to shift our attention within experience,
drawing attention back from what is experienced — i.e. where the focus of
attention is on the what — into the experiencing of what is experienced.
When we do this, we begin to understand how it is possible for objects to
appear to us within our lived experience. (Bortoft, 2012, p. 49)

Bortoft’s great contribution was to demonstrate how the dynamic con-
ception of wholeness is found in Goethe’s phenomenological approach to
science, in Martin Heidegger’s radical philosophical conception of Being,
and in Hans-Georg Gadamer’s philosophical hermeneutics.

In his writings, Plato posited a chorismos-a two-world system. Gada-
mer did not interpret the chorismos as an ontological separation, i.e. the
literal existence of two independent worlds or universes. He took the view
that Plato had to posit this separation to help us understand the
methodological differences between that which we can experience
through our senses and ideal realities” such as abstract thinking and the
basic elements of mathematics. (Robinson, 2016) Gadamer concluded that
the major concern for Plato was in understanding the nature of the One
and the many (or to put it in organizational terms, the whole and the parts).
Thus what we discover in Gadamer’s writings on Plato is a wide-ranging
doctrine for how humans can live together, based on the recognition that
we live our lives in a web of meaning. (Wachterhauser, 1999, p. 5)

Hermeneutics allows us a way to explore this human web of meaning.
As Robinson and Moraes Robinson (2017) explain:

Hermeneutics is less a written structured methodology, and more a way
of approaching the study of a text or a work of art as a conversation.
Within the process of having this conversation, one’s own self-understand-
ing is restructured. Gadamer always emphasized that, especially in rela-
tion to written works, we should always attempt to take the other in their
intention and not in their expression. This is by no means easy of course
since the majority of the time we do not have access to people’s intentions,
just their expressions. We can gain an appreciation of the approach that
hermeneutics takes to meaning by looking at one particular example, that
of legal judgments. This helps us to start to think about what we mean by
the One, the whole, the general, identify and how these concepts relate
dynamically to concepts such as the many, the parts, the specific, and dif-
ference.

One of the greatest issues relating to moral behavior is the tension
which exists between knowing what is right in general and knowing what
is morally right in any single particular situation. When making decisions
about what is morally right, we depend on knowledge of what is right in
order to make a particular decision, but at the time of making the decision,
we often find that there are no single universal rules which can be applied
independently of that particular situation. For this reason, we need the
wisdom to guide us between the general and the particular. This dynamic
can be found operating in legal judgments (Wachterhauser, 1999). We
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cannot codify the law; clearly, it is written because there will always be a
need for discretionary decision-making. We need judges to make legal
judgments and juries to decide matters of fact. This opens up the
possibility of laws being applied either too leniently or too strictly,
resulting in those who are guilty being acquitted of crimes on
technicalities while others who are innocent or who have acted out of a
genuine moral and ethical obligation are given sentences that the public
considers to be far too severe.

Gadamer was concerned with the limitations of the scientific method in
relation to claims about the truth, especially in relation to the logical em-
piricism of the Vienna Circle, which took hold in the early part of the
twentieth century. Prior to Gadamer, Goethe published his Theory of Col-
ors in 1810, a treatise which also concerned itself with the limitations of
the scientific method and the way in which the focus was on a codification
of light in the form of abstract lines and geometry, and not on the actual
phenomena of color itself. At this moment in the history of science, no
other scientist or philosopher was more fully knowledgeable in the study
and understanding of color than Goethe, a polymath poet, artist, and sci-
entist. (Sepper, 2002) Goethe, like Gadamer, felt that we could access a
form of truth through developing an artistic and aesthetic form of con-
sciousness, grounded in phenomena.

Holonomic thinking goes one step further by expanding the ability to
“see” a complex system whole with an amplifying looking glass. The jour-
ney of the mind from mechanistic thinking to systems thinking, to ho-
lonomic thinking, demands a shift in the way in which we perceive and
learn. Mechanistic thinking is absorbed by processes, fragmentality, ob-
jects and quantity. Systems thinking is concerned with relationships,
dynamics, and quality. Holonomic thinking calls for a reorganization of
consciousness. True understanding can only be attained by paying atten-
tion to one’s intuition, making meaning and seeing the “authentic whole”-
processes, dynamics, and meaning. Only then can people be transformed
by the system having a richer understanding of the world and their place
init.

The term holonomic derives from the Greek words 6 og, holos “whole”
“entire” and vopog nomos, meaning “law.” Arthur Koestler originally
coined the word holon. In his book The Ghost in the Machine (1967),
Koestler shares a short story about two watchmakers manufacturing an
identical watch using one thousand parts. Despite the fact the watch was
in high demand, one of the watchmakers was unsuccessful and had to close
his factory. The main difference was in the way they manufactured their
watches. One watchmaker produced one bit at the time. Every time he
was interrupted or distracted, he had to start all over again and was unable
to complete an entire watch. However, the prosperous watchmaker under-
stood the interdependency that exists between the parts and the whole
within the system. He created subassemblies of 10 parts that could be
added to larger assemblies before the units could be brought together to
construct the final watch. Through this narrative, Koestler acknowledges
there is a hierarchical order in all aspects of an organization. He recognizes
that “The reason why any relatively stable society-whether of animals or
humans must be hierarchically structured, can again be illustrated by the
watchmakers’ parable: without stable sub-assemblies-social groupings
and subgroupings- the whole simply could not hold together.” (p. 50) Fur-
thermore, Koestler clarifies that a part, division, holon, contains self-as-
sertive tendencies due to their distinctive wholeness. This feature of ho-
lons is indispensable to run a dynamic organization. Conversely, the holon
also exhibits an opposite side of integrative tendencies. This part-whole
dichotomy, when unbalanced, can preclude us from perceiving both atom-
istic and holistic approaches.

More than two decades ago, Banathy (1991) warned that the lack of
growth in education was due to three factors: “l1) the piecemeal,

incremental approach; 2) the failure to connect and integrate solution
ideas; 3) and staying within the boundaries of the existing system” (p. 11).
Attempting to mend each classroom and individual departments in isola-
tion is unproductive. Failure to see the school as a living ecosystem of
mutually dependent parts leads to inefficiency and reinforces the vicious
cycle of mediocrity. It should not be perceived as a machine where batched
processes take precedent and children are merely supported based on tests
results. As previously mentioned, focus on the parts must not dominate or
refrain from appreciating the whole. Focusing, on the whole is essential,
which comes to presence in the parts and it is not a super-part.

School leaders can influence the path schools are going to take and the
steps needed to reach each marker towards improvement and transfor-
mation. An educational leader should be mindful of how both forces blend
internally and externally in the school community. If there is no concep-
tualization of the whole system, if there is only a view of results and of
departments having goals that conflict with other departments, the
organization as a whole loses energy, is not sustainable in the long term
and therefore achieves inferior results. Holonomics stimulates leaders to
understand: a) their systems as organic and dynamic interrelated units, b)
to appreciate the lived experience of each person (students, parents,
employees, the school community), c) how shared meaning emerges in the
organization over time allowing it to become agile, efficient and
transparent, and d) how human values are the basis for authenticity,
agility, and change within an organization (Robinson and Moraes
Robinson, 2014).

To expand on the above holonomic premises, educational leaders man-
aging change must be able to deal with observations, use their intuition,
and perceive the hidden connections that exist in between people which
are often much stronger than the organizational chart and structure. This
leads to organizations being truly sustainable, with the values, mission,
strategy and the very essence of the organization being understood and
then expressed by each and every member. If we can comprehend,
understand and heal these broken and unauthentic relationships, then we
can start to rediscover trust and “what it means to genuinely share and co-
create, whatever we are attempting to envision, innovate and bring into
this world.” (Robinson, 2017)

The journey from seeing from an ego-nomic to a holonomic perspective
involves humility. When a leader goes into the act of seeing itself, they
develop a sensitivity to the lived experience of others, an extremely
powerful ability to have which leads to comprehension, empathy, and
understanding of the motives, actions and underlying causes of the out-
wardly perceived actions and expression of other people. Leaders must
develop a more dynamic and systemic appreciation of all the relationships
in both their schools and organizational ecosystems, and how these inter-
connected relationships affect their culture, mission and ultimately their
bottom line.

There must be maximum coherence between what an organization says,
what it means, and what it does. (Robinson and Moraes Robinson, 2017)
This coherence has to run throughout the whole organization, both inter-
nally and externally, and across its classrooms, departments, school
ecosystem, and the communities with which it interacts.

3 Methodology
Putting Holonomics into Educational Practice

In her book Changes of Mind: A Holonomic Theory of the Evolution of

Consciousness, Wade (1996) offers a fitting description of the transforma-
tional progression that occurs in students’ minds when presenting them
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with challenging exercises and situations. In short, their conventional view
of reality is disrupted.

Change results from a combination of internal and external factors in
the explicated order. The individual encounters a problem he is highly
motivated to solve, but for which no resolution exists within the (per-
ceived) reality permitted by his stage of consciousness. Kuhn provides a
better description for transitions in consciousness than most developmen-
tal psychologists (1970), probably because noetic structuring is funda-
mentally paradigmatic structuring: the world does not change; the way in
which the world is understood does. When confronted by severe and even
prolonged anomalies, an individual may begin to lose faith in his
worldview and consider alternatives, but he is not easily able to give up
or change his point of view. When a conflict of logical inconsistency be-
comes sufficiently acute, it in effect violates his conception of reality. (p.
262)

“The Ladder of Seeing” is a holonomic exercise which enables stu-
dents the process of entering into the dynamics of seeing. It helps to clarify
to leaders the potential limitations in their ways of knowing the world. In
this exercise, Robinson and Moraes Robinson (2017) propose six levels of
insightful discovery as illustrated in Figure 3.

The way we “see” the world on a daily basis is entrenched with our
singular tendencies that do not let us perceive the essence of the situation.
Normally, we think that seeing is that through light, our eyes and nervous
system, we can perceive images of this external world and thus invariably
know things about it. Our mental models have an authoritative control on
our “seeing” and may preclude us from appreciating the whole picture.
Only by making a concerted effort to move our attention beyond the ob-
jects, or what is seen, to the actual act of seeing that we discover that our
mental models misrepresent reality. The ladder of seeing allows leaders to
recognize that their reality is not the right and only way. Regrettably, we
seldom take the time or contemplate the fact that other people may have
different experiences of realities, that they may understand complex situ-
ations and problems in dramatically different ways. A creative organiza-
tion which uses holonomic thinking has leaders who are able to ascend the
ladder to make effective decisions and find solutions which emerge not
from one person’s mental models and paradigms dominating the other, but
through capturing the rich diversity of individuals’ distinctive ways of
thinking and seeing. This exercise is achieved by dialogue and reflection.

In the book Holonomics, Robinson and Moraes Robinson (2014) write
extensively about Goethe’s theory of color and explain how it can be ex-
plored using glass prisms in leadership classes. Students are encouraged
to explore natural color phenomena created by the prism and compare their
observations with the abstract theories of light of Newton. This exercise
has been influential for those taking part. The reason is that our intellectual
minds are not on their own able to grasp the phenomenological nature of
the natural world. Goethe felt that a phenomenological approach to sci-
ence could achieve a deeper way of understanding nature by plunging into
our senses and fully trusting our senses to explore natural phenomena, ra-
ther than viewing the sensory experience as secondary to any quantifiable
way of reducing nature to measures. (Goethe, 1988).

Robinson and Moraes Robinson have taken insights from Holonomics
as the basis for the creation of exercises which allow business leaders to
actually experience just how much our mental models shape and filter our
view of reality. The exercises take them into the experiencing of the dy-
namics of seeing. The goal is to lead executives to the astonishing insight
that they do not have an exclusive claim to the truth about reality, leading
them to understand better just how much genuine dialogue is required for

them to fully make sense of complex situations. Leaders cannot longer see
themselves as the one person in an organization who has all the answers.
Leaders need to be able to both initiate and nurture participation in dia-
logue and also participate in it. Before leaders can use dialogue to help
people and themselves change their mental models, they have to move
from an ego-centric world view to an eco-centric world view. To have a
true dialogue, they have to have a detachment from their own perspective
and in order to be able to listen to others. This can only come about when
the values of a leader are truly authentic, based on human values such as
love, peace, righteousness, truth, and non-violence.

What do
others see?

I think |
know what
| see

| know what
| see

| don't know
what | see

| see nothing

Fig.3. Six levels of the “Ladder of Seeing” exercise. Reproduced from Robinson and
Robinson (2017) Customer Experience with Soul: A New Era in Design.

Holonomic thinking training activities in educational leadership devel-
opment courses are inquiry-based, interactive, collaborative and reflective
practices with real life applications. Prospective or current administrators
make a myriad of decisions influencing the lives of thousands of students.
The skills needed to resolve challenging situations can only be acquired
by placing educational leadership students under the stress of authentic
circumstances. For decades, experiential learning, games, and interactive
simulations have been used in the classroom and shown to be effective
instructional strategies in education (Stumpf, 1995). As we transition from
the information age to a conceptual era, instructors must challenge stu-
dents of educational leadership to expand their perspectives, their ways of
seeing and employ creative solving processes when confronted with am-
biguous and complex problems. Now, more than ever, this heuristic ap-
proach is invaluable in the preparation of future educational leaders in par-
ticular.

Holonomics, as an approach towards a whole way of seeing, helps stu-
dents of leadership to see and think dynamically, expand their organiza-
tional mindfulness and their role in the entire system. As stated by Robin-
son and Robinson (2014), “It is a mode of consciousness which, while
acknowledging the importance of the analytical-logical-symbolic aspect
of our minds, fully embraces intuition, feeling and sensing so as to enable
us to encounter and comprehend systems in their entirety.” This process
supports the development of powerful and innovative organizational solu-
tions.

Holonomics takes students on transformational learning journeys. This
path will, in turn, enable their organizations that may be stuck in tradi-
tional, linear mindsets to transform themselves, becoming dynamic, au-
thentic, and agile. For example, an organization may wish to receive help
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developing a sustainable and long-term strategy. To communicate that
strategy to people working at all levels of the organization, organizational
leaders might develop experiential and gaming learning experiences that
recognize and honor the importance of each collaborator and stakeholder.
This is a Holonomic way of comprehending the organization, a way of
seeing the organization, not as a command-and-control top-down struc-
ture, but which sees the crux of the mission, vision, and values as coming
to presence in each and every member (Robinson and Moraes Robinson,
2014).

An example of an experiential activity includes the instructor using a
Hoberman sphere as a prop to imagine the interrelations present in all or-
ganizations. Holonomics refer to this approach as the dynamics of seeing.
This activity enables students to contemplate different perspectives from
the center, edge and outer locations of the sphere. An example of a simu-
lation is a game board activity. Students are confronted with thought-pro-
voking scenarios or wicked problems and must use “21 Leadership
Lenses” (i.e., the lens of accountability, the lens of simplicity, the lens of
leadership, the lens of complexity) to decide the best course of action and
envision an ideal outcome. Participants receive 21 cards (each card in-
cludes a set of prompt questions), a case scenario, and a board with a timer
where chips must be placed as they complete each card.

For decades business executive programs, such as the MIT Sloan
School of Management, have incorporated games in their curriculum as a
way to introduce students to solving complex system dynamics and organ-
izational change. The Beer Game is a prime example of a successful board
game used to train business leaders (Sterman, 1989). The “21 Leadership
Lenses” game is grounded on the book The Art of Virtual Games Design:
The Book of Lenses (Schell, 2015) which considers all aspects of the game
environment and the players’ decision-making process. Schell is an Amer-
ican video game designer who has had an illustrious career, working at
Walt Disney Imagineering for seven years in the capacity of the program-
mer, manager, designer and Creative Director on several projects.

Following his time at Disney, Schell was invited to join Carnegie
Mellon University’s new Entertainment Technology Center, where he de-
veloped a range of design methodologies. The thinking that goes into the
creation of games; be they computer games, live action games or theme
park attractions - applies to the creation of any experience which anyone
(a client, a customer, an employee, a stakeholder, or an audience member)
may have. Schell is now focusing on the development of what he calls
transformational games, games which are illuminating as well as enter-
taining, having the power to transform education and the classroom. He
uses the concept of lenses to offer us one hundred different perspectives
on games design, which together emphasize the value of representing the
various stakeholders’ perspectives rather than consensus-building when
solving problems. The foundation of his philosophy and methodology is
the first lens, the ‘Lens of Essential Experience,' which calls on the game's
designer to stop thinking about the game, and to think about the player, by
asking these three questions:

o What experience do | want the players to have?
o What is essential to that experience?
e How can my game capture that essence?

An additional simulation may include a physical activity where students
participate in an organizational “systems thinking” exercise called “Med-

itation on Starlings.” (Robinson, 2017) Students reflect about the similar-
ities that exist between nature’s self-organizational patterns and their own
organization’s behavior.

Storytelling ][ Gamification ]
Experiential
Learning

Tradition Transformation

s Education 2016

Fig.2. Holonomics Education: The Four Learning Factors

As Figure 2 illustrates, the holonomics instructional approach employs
authentic inquiry, profound dialogue, storytelling, experiential learning,
and simulations. These methods shift students’ traditional thinking model
propelling them to transform their way of thinking.

The following two quotes come from business students who attended a
Holonomics module as part of their MBA course at Sustentare Business
School in Joinville, Santa Catarina, Brazil. Their comments demonstrate
the way in which it is possible to help people reorganize their conceptions
of complex systems and how this way of thinking can be applied in busi-
ness, service oriented organizations and the educational leadership con-
text:

Before attending the module, my mental model and way of thinking
only saw the negative features of complexity, seeing only limited possi-
bilities. Complexity has come to mean knowledge, a set of provocations
that result in change. It is the possibility of expanding the consciousness
to the whole, to make sense, see answers and different ways of thinking.
It is the possibility of recognizing the characteristics that relate to
thought, sensations, feelings and intuition. For me now complexity
means an increase of possibilities, a wealth of options that lead to the re-
sults. It is the ability to undress our mental models and experiment, cre-
ating new possibilities.

Before the course, | understood the concept of complexity as being
linked to uncertainties and contingencies. After the module, | now define
complexity as an opportunity. It is the opportunity to be an adaptive, cre-
ative, dynamic and more agile in our organization. (Robinson, 2014)

These stories show that by developing experiential games with clear
narratives, it is possible to create stories which help people to make sense
of what the organization is trying to achieve, regardless of their back-
ground, education or experience.

An example of how holonomics can help organizational leaders make
sense of what their organization is trying to achieve comes from Hospital
Sirio Libanés, one of the most prominent hospitals in Latin America,
based in S&o Paulo. Hospital Sirio Libanés is also a teaching hospital, of-
fering post-graduate and residential courses. Student medics come to the
hospital from across Brazil to study, and distance-learning courses are also
available. Their growth strategy is based on education, training people ca-
pable of opening other units in S&o Paulo and elsewhere in Brazil. They
are a philanthropical not-for-profit organization, and they had spent some
years developing their business strategy and their strategic map, which had
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people, sustainability, and philanthropy as major pillars. The challenge
they had was how to communicate this strategic map to all hospital
workers at all levels of the organization.

In conjunction with hospital administrators, Simon Robinson helped to
develop a solution based on the philosophy of wholeness in Holonomics.
(Robinson and Moraes Robinson, 2017)

The overall objective was to communicate the new strategy to all 4,500
members of staff. These staff work at all levels in the organization and the
communication would not be limited to particular levels of management.
Because of the nature of their work, no single individual could be away
from their positions for more than one hour. The urgency of the experi-
ence was evident. Robinson used the technique of gamification to create a
compelling educational experience which engaged workers emotionally,
bringing them together to develop a sense of being one team.

In order to be effective, the solution had to take into account not only
the corporate culture of the hospital, but also the national social dynamics
of Brazil. Brazil is a country with vast inequality, which has resulted in a
society where the distances between social classes (not just between the
very top and the very bottom) are far greater than equal societies such as
Sweden or the United Kingdom. The design brief was to create an event
which brought together people from every level of the hospital: porters,
security staff, janitors, secretaries, receptionists, nurses, nutritionists,
managers, doctors, executives, directors, and surgeons. With some
guidance, workers decided for themselves where to sit at one of ten tables,
which could seat up to ten people each. The goal was for each table to be
a kind of microcosm of Hospital Sirio Libanés itself, consisting of a wide
mix of stakeholders across all departments of the hospital. The mission
and character of the hospital were represented by each table group as a
whole and also through each person seated there. Every table contained
the strategic map told as a story, stretching from one end to the other. Each
story was therefore so long that one person could only read a part. Doctors
and surgeons listened to secretaries and nutritionists tell the story of how
the hospital aimed to get to 2020, and so this was a way to dissolve the
social hierarchy almost without people noticing, moving away from hier-
archical social dynamics and towards an experience of wholeness.

4 Rationale

Holonomics and the Emergent Educational Leader in

the 21%t Century
Educational leadership development courses must incorporate learning
objectives and instructional strategies that fully prepare students to face
the intricacies of the 21* century. Today’s schools are complex organiza-
tional systems influenced by ever-changing internal and external forces.
In a world of uncertainty, traditional mental models can no longer meet
the demands placed on emergent leaders. Barry Richmond (2010), a
systems thinking advocate, urged the public to understand that, “In order
to achieve this evolution, we must overcome some formidable obstacles.
Primary among these are the entrenched paradigms governing what and
how students are taught.” (p. 4) Richmond further described mental mod-
els as selective abstractions of reality that we create and fixate in our
heads. He affirms that no significant progress will be made until we feel
comfortable embracing expansive mental models that transgress horizon-
tally-extended and vertically-restricted boundaries.

According to the Global Cities Educational Network (GCEN) (2014),
by the time K-12 students graduate from high school they must be profi-
cient in three competencies: cognitive, interpersonal and intrapersonal.
Each one of these broad competencies includes higher levels of critical
thinking and creativity, two elements identified as essential in the

transnational economy. Just as important, leadership is considered a
necessary 21%-century interpersonal competency.

Leadership can be difficult to define because it includes aspects of
communication and collaboration, along with a sense of vision for the
future and competencies working with people. More broadly, leadership
is not just a competency but a set of competencies. For example, a study
conducted across Asian countries suggested leadership involves initiative,
building consensus, innovating new strategies, and implementing policies
and programs in collaboration with or under the direction of others
(Berman et al., 2013). Moreover, because leadership involves working
with and managing other people, including their competing priorities,
collaboration is an important competency for a leader to possess.
Research also suggests that the nature of leadership may be changing.
Statistics show that an increasing number of college graduates will find
employment in an organization they started themselves. (GCEN, 2014, p.
6)

Incidentally, the GCEN (2014) report indicates that educators can in-
fluence the mastery of these competencies. The benefits of integrating ho-
lonomic thinking are considerable, particularly for pre-service educational
leadership courses, above all because students and the school community
would be directly impacted by future school leaders’ decisions and plan-
ning. By coaching educational leadership students how to grow from
mechanistic to holonomic thinking, the results would be richer, varied and
long term, and would lead children to accomplish the competencies men-
tioned above.

The emergent educational leader of the 21 century will encounter mul-
tiple paradigm shifts in their careers. Responding to intricate dilemmas
with the traditional “this is the way we have been doing business here” is
no longer a pragmatic answer. Satterwhite, Miller, and Sheridan (2015)
speak of a new trajectory in leadership development as we move towards
anew conceptual era. They explain, “that by 2050 many of the paradigms
of the modern life will have more fully complete the dramatic shifts that
have already begun, further contributing to this new context of leader-
ship.” (p. 17) They argue that prevailing or established contextual
paradigms, such as leadership, will shift from focusing on the
characteristics of the individual to learning about the capacity of the
systems. Other contextual paradigm shifts would include education, wich
is expected to move from knowledge retention as a core objective to
instead recognizing the value of systems and emotional intelligence.
Practices, such as problem-solving, would no longer be reactionary and
risk averse undertakings, but rather a way of creating desired social
futures. The integration of anthropocentric and ecocentric perspectives
would be necessary to having a collective view of the world, as well as to
understanding that we stand as a part of nature. This new context of
leadership and practice aligns with the tenets of holonomic thinking.

Higgs (2003) points out that inter-personal relationships and intra-
personal learning are essential for emergent leaders in the 21% century.
After reviewing several models of effective leadership, Higgs lists
conscientiousness, integrity, motivation, self-awareness, and intuitiveness
as key intrapersonal elements of an emotionally intelligent leader.
Correspondingly, holonomic thinking places particular importance on
intuitiveness, one of the four ways of knowing. Higgs defines it as “The
ability to use insight and interaction to arrive at and implement decisions
when faced with ambiguous or incomplete information.” (p. 279) An ad-
ditional competency is the ability to engage others in a collective vision
and find appropriate ways for individuals to contribute to the overarching
goal. The organization must be valued as a network of relationships that
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connects all individuals, the community, and the ecosystem. Management
of human resources is acquired by interrelational means, not just based on
quantitative results. Hence, developing quality relationships is the root to
sustainable and fruitful organizations.

The instructional techniques associated with Holonomics thinking can
be accomplished at little to no cost. Gamification, experiential learning,
project-based learning, dialogue and storytelling methods can be easily
implemented. For this practice to be beneficial, the instructors should be
properly trained on the holonomics theoretical and operational frame-
works as well as the complementing seminar strategies. Training should
be consistent and long-term to guarantee that instructors integrate these
approaches efficiently and meaningfully, and so that they may become
knowledgeable and proficient themselves at reaching a holonomic think-
ing level.

The need to improve educational leadership skills is urgent, as
unpredictability at all levels of social life is prevalent in the present times.
In Leading from the Emerging Future: From Ego-System to Eco-System
Economies, Scharmer and Kaufer (2013) state:

This inner shift, from fighting the old to sensing and presencing an
emerging future possibility, is at the core of all deep leadership work
today. It’s a shift that requires us to expand our thinking from the head to
the heart. It is a shift from an ego-system awareness that cares about the
well-being of oneself to an eco-system awareness that cares about the
well-being of all, including oneself. (pp.1-2)

5 Conclusion

The integration of holonomic thinking in leadership development courses
offers the promise to empower school communities. The capacity to see
complex issues from multiple perspectives would be of an extraordinary
advantage for educational leaders. Educational leadership and
administration programs have the obligation of designing a curriculum
that amplifies students’ critical thinking and providing instructional
methodologies that are better fitted to respond to the existing and
forthcoming educational undertakings and social climate.
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Abstract

Cybersecurity is a topic of discussion at boardrooms of businesses of all sizes as recent breaches have shown that every sector is
vulnerable. Small businesses are becoming aware that their size does not provide safety from breaches. This paper discusses the pattern
of increase in cyber breach incidents in businesses of all sizes around the globe, the challenges to cyber resilience found by the
Ponemon Institute 2016 survey, offers steps to strengthen cybersecurity and builds customer trust, and reviews available tools on

website security to help protect critical data such as SSL encryption.
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1 Introduction

Recent disclosures by FBI of a scheme by hackers to profit by distributing
market sensitive information from firms that handle official press releases
of corporations and the infiltrations into the databases of small companies
like Ubiquiti networks and Car phone Warehouse drive home the urgent
need to strengthen cyber security procedures. Most small businesses are
finding that a vital factor for success in e-commerce is to gain the online
customers’ trust in the security of their sensitive data. Customers are jus-
tifiably concerned about identity theft, and are reluctant to provide infor-
mation such as their credit card and social security numbers, passwords,
health details, and other confidential data. Many times this sensitive infor-
mation is intercepted in-transit, or the destination website is operated by
fraudsters with malicious intent. When businesses cannot provide custom-
ers assurance of their data being protected almost 21% of users abandoned
their online purchase transactions, according to an AICPA online survey
(Vien, 2015). Some customers make smaller than intended purchases for
fear that the transaction will be compromised. Such consumer fears are
documented in the study “11th Annual Online Fraud Report” which esti-
mates $3.3 billion in fraud losses to U.S. and Canadian online retailers in
2009.

Small businesses are becoming painfully aware that their small size
does not provide them immunity from the risk of a cyber-attack. Today's
highly sophisticated hackers can and will attack any target they choose.
While most small businesses understand the need for cybersecurity, many
still have not taken sufficient measures to protect themselves against hack-
ers. A survey (NCSA, 2012) by the National Cyber Security Alliance
(NCSA) found that 71% of security breaches target small businesses, and

about 50% of small businesses have suffered from cyber-attacks. The
credit data provider, Experian reports (PwC, 2015) that 60% of small busi-
nesses go out of business 6 months after suffering a security breach. The
Department of Commerce’s National Institute of Standards and Technol-
ogy study also found a sharp increase in hackers and adversaries targeting
small businesses in the past 2 years. Small businesses may be more attrac-
tive to hackers because they do not take the time to develop a contingency
plan or response plan to cyber-attacks, and do not have the resources to
recover from an incident when it happens.

According to Symantec's 2014 Internet Threat Report, 30 percent of all
cyber-attacks last year targeted small businesses. A cybersecurity incident
could shut an entire network for many days until the problem is researched
and fixed. A small business may not be able to withstand the loss of in-
come, or have insurance that helps to defray those costs or any liabilities
that might occur as a result of the breach. A highly public breach could
also damage the business's brand and lead to long-term loss of income
(Home Depot, Target, and many others). NCSA's research (NCSA survey,
2015) identified 3 major reasons hackers target small businesses: They are
not well equipped to handle an attack due to lack of resources; their part-
nerships with larger businesses provide back door access to a hacker's true
targets; and they do not guard the information that hackers desire such as
credit card credentials, intellectual property, personal information, etc., ef-
fectively.

2 Problem and significance

Small businesses with e-commerce operations are increasingly using
cloud services for expense savings, but they do not always ensure that the
services use strong online security measures. This combination of cloud
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services and lack of strong online security provides the hacker the oppor-
tunity to easily access reams of sensitive data. However, online businesses
can realize substantial benefit and increase potential incremental business
revenue streams by taking steps to alleviate customer fears such as use of
technology to protect sensitive customer data, authenticate their websites,
and build consumer trust. With the availability of many trusted e-com-
merce sites, consumers have the ability to shop for the best choice that
protects their private information. More businesses are beginning to estab-
lish systems that monitor and alert as the probability of a particular sce-
nario increases, setting up cross- functional crisis management teams, and
identifying processes to quickly react to risks when they occur. A culture
of risk awareness throughout the business is an essential platform for ef-
fective risk management. This paper offers steps to strengthen cybersecu-
rity and cyber resilience. It reviews the tools available currently on website
security to help organizations protect critical data and build trust with cus-
tomers such as Secure Sockets Layer (SSL) encryption, need for data en-
cryption offered by SSL, and additional measures such as authentication
of website legitimacy and trust building with one’s customer base.

The California Attorney General’s office released its 2016
Data Breach Report which analyzes breaches that occurred from 2012
through 2015. The report stated that office received reports on 657 data
breaches involving more than 49 million records of Californians. There
were 131 breaches involving 2.6 million records of Californians in 2012,
and the comparable numbers for 2015 were 178 breaches putting more
than 24 million records at risk which equates to nearly three out of five
Californians. The report cited that these cyber incidents occurred in all
sectors- retailers, banks, medical services, spas, hotels, restaurants, gov-
ernment agencies, schools, and universities, mostly caused by both unin-
tentional and intentional actions by insiders (employees and service pro-
viders). Although small businesses can increase revenues by accepting
credit cards, but there are costs and risks.

The threat of having customers' payment card data stolen is
real, but it can be reduced by adhering to the Payment Card Industry (PCI)
Data Security Standard (DSS). A Symantec survey found that 77% of
small businesses in the US think that they are safe from cyber threats, and
83% of them do not have security plan. However 40% of the cyberattacks
Symantec prevented in 2012 targeted businesses with fewer than 500 em-
ployees (Symantec 2012). In 2014-15, several major private-sector and
public-sector organizations suffered breaches including, Yahoo!, Anthem
Blue Cross, the Home Depot, Target, Neiman Marcus, Adobe, RSA,
Lockheed Martin, Oak Ridge National Laboratories, and the International
Monetary Fund. A Ponemon Research survey conducted in 2012 of 583
U.S companies ranging from small businesses with less than 500 employ-
ees to companies with more than 75,000 employees found that 90% of the
respondents admitted that their organizations' systems had suffered at least
incident in the previous 12 months, and 60% reported more than 2
breaches.

The joint study by Ponemon Institute and IBM’s Resilient
Company on cyber resilient organizations around the world involving
2400 security and IT professionals from USA, UK, France, Germany,
UAE, Brazil, and Australia during 2015 and 2016 found that:

. 66% of the respondents felt that their organizations were
not prepared to recover from cyber-attacks,

. 75% admitted that they did not have a formal cyber secu-
rity incident response plan (CSIRP),

. 41% said that time to resolve the cyber incident had in-
creased from previous year, and

. 52% felt that complexity of business processes is a sig-

nificant barrier to achieving cyber resilience.
Other key discoveries from the study were:

. 74% of the organizations said they had been com-
promised by malware and 64% by phishing,

. 66% of the organizations were not confident in own
ability to recover from an attack,

. Only 25% of the organizations have an incident re-

sponse plan applied consistently, 23% have no plan
at all, and 14% test their plan for effectiveness.

. 70% of organizations felt that the time to resolve a
cyber-incident has been the same or has increased
from previous years.

The study respondents listed the top 5 barriers to cyber-resilience as in-
sufficient planning, complexity of business processes, insufficient risk as-
sessment, complexity of IT processes, and silos and turf issues. The same
trend was observed by a subsequent 2016 study by Ponemon Institute and
A10 Networks dealing with Indian organizations. India’s economic
growth rate combined with its adoption of digital technology has increased
its vulnerability to malware attacks to be among the top 5 in the world.
Sophos India found that 55% of the organizations surveyed (790) were
reporting attacks by ransom ware, but only 5% of the spending in IT is
earmarked for cyber security plans. The next section discusses the current
practices and status of online security in small businesses.

3 Current status

Cloud computing enables today's small businesses and their employees to
work from anywhere, anytime using multiple devices. They are able to
transfer files using Drop Box, video-conference globally with Skype and
other sites, and remotely access work from their smartphones and tablets.
But as some small businesses have learned painfully, the price for these
collaborative benefits is the potential for a serious data security breach. If
the small businesses have Fortune 500 companies as customers, they pro-
vide an easy entry point to a much larger treasure trove of data. Examples
of such breach are the incidents at Target and Home Depot where the hack-
ers used the access of a relatively small vendor in the supply chain as the
entry point to a major credit card data theft. As companies turn to digital
technologies for business solutions, the risk of a security breach continues
to rise. For the last 11 years, the security of information technology and
data has been rated as a top technology initiative in surveys conducted and
published by the AICPA (2014). In addition to concerns about the loss of
data and sensitive information, the AICPA surveys (2014) identify con-
trols for mobile devices and cloud computing as ongoing concerns.

Businesses of all sizes need to assume a state of compromise today, be-
cause not doing so can lead to considerable costs from loss of data or sto-
len intellectual property, interruption to business operations, and damage
to the business’s reputation which can lead to customers switching to com-
petition. All businesses need to assess their cybersecurity weaknesses so
that they can develop a strategy to safeguard sensitive data. A basic ques-
tion to ask: what is the most sensitive data for the business? A pharmaceu-
tical company might have the formula for a new drug in a document that
is securely stored on its hard drive, but the data has also been shared by
the researchers via email without encryption. Similarly government and
non-profit agencies have large troves of sensitive taxpayer data in their
files which are loaded onto employees’ laptops or flash drives for work
reasons without encryption. It is important to ask specific questions about
how data is handled and transported, what media are used for data storage,
where did the data originate from, and who has been granted access to the
networks. The data most valuable to a hacker may not reside in business’s
own database, but it can provide access to their customers. Knowing the
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answers to these questions is essential for effective management of the
cybersecurity risks.

Some small businesses have started using “penetration testers” to test the
strength of their defenses. However, they are finding that such “counter-
intelligence” measures have to be constantly updated to keep ahead of the
thieves in the game of cyber security (Schumpeter Aug. 2015). One such
technique is to sacrifice some of the convenience of integrated data, and
keep sensitive information in separate groups. Such a strategy will require
a lot of thought into the information needs of managers, and defining and
enforcing rules for information sharing. Another technique used by coun-
ter-intelligence experts is to offer tempting targets as “Honey pots” to en-
tice the attackers, and enable monitoring their moves (Martin, May 25,
2001). This technique is effectively used by some banking institutions
who can alert the law enforcement agencies. A successful security system
design must include a checklist of preventive, detective and corrective
steps to increase the chances of success for designing and implementing a
security system. Some examples would be:

Preventive- (1) understanding the landscape of computer and network se-
curity; (2) putting together the basic safeguards.

Detective- (1) identifying security threats; (2) identifying security
measures and enforcement. Corrective- (1) understanding the services of
computer emergency response team, (2) preparing a comprehensive secu-
rity system, and (3) the business continuity planning.

Regardless of the strategy, managers must develop “constructive para-
noia” and start thinking of ways in which data can be breached. They need
to be ever vigilant to unusual incidents or patterns, and follow security
protocol without fail.

The primary reason for the small businesses’ failure to invest in cyberse-
curity appears to be the mistaken view that such investment is a discre-
tionary spending item, and not understanding it to be an essential, defen-
sive cost for staying alive. Studies (Pwc, 2015) have shown that 89% of
consumers avoid businesses that do not protect their online privacy, as
evidenced by the sales decline at companies like Target and Home Depot.
Business partners also require proof that their interests and privacy are
protected. Adequate security has become a requirement for companies to
collaborate or outsource work. 54% of US businesses have baseline stand-
ards that they expect their external partners, suppliers, and vendors to meet
(Ponemon survey, 2014).

While small businesses lack resources and time to researching the most
appropriate cybersecurity tools, a "one-size-fits-all" approach to cyberse-
curity by installing the bestselling package is not the answer. The busi-
nesses need to adopt new strategies for risk management focusing more
on the consequences of a wide range of potential risk events and less on
the probability of the events occurring. The new threats from trends of
globalization, rapid technological changes, and re-alignment of economies
are increasing volatility in the markets, and disrupting ideas about “black
swan events”, i.e., low probability, high impact events. For small busi-
nesses making no change to their risk management by considering the se-
curity breach events as “black swans” may pose the biggest risk to their
strategy and future growth. They need to review their current risk-man-
agement approach and decide whether it can take them to their desired
future state. That may require a mindset change to viewing risk manage-
ment as a business enabler that helps propel the organization forward, ra-
ther than a rigid structural shield.

To understand any cyber breach event, the motivation of the attackers
needs to be understood. Most attacks are low-skill and low-focus i.e.,
hackers using low-end attacks by sending spam mails out to millions of

email addresses, hoping that someone will click on the link. High-skill,
low-focus attacks such as the ones on Target, Home Depot Chase and
other commercial networks in the past year are more serious. They are
sophisticated attacks using newly discovered "zero-day" vulnerabilities in
software, systems and networks. The following tables show some of the
top 10 data breaches in 2014, and the total data breaches in 2014 listed by
Identity Theft Resource Center.

Top 10 business data breaches (Source: Identity Theft Resource
Center)

Company State | Number of accounts affected
Home Depot GA 56 million

Michaels X 2.6 million

Neiman Marcus X 1.1 million

Goodwill MD 868,000

Variable Annuity Life | TX 775,000

Spec’s ™ 550,000

Total data breaches in 2014 Number of Number of
(Source: Identity Theft Re- breaches records
source Center)

Banking/ Financial 43 1,198,492
Business 258 68,237,914
Education 57 1,247,812
Government 92 6,649,319
Healthcare 333 8,277,991
Total 783 85,611,528

Cyber breaches can cause widespread damage to companies, and harm to
customers. About 5% of data breaches in the U.S. have led to lawsuits so
far, but high profile cyber breaches can spawn more than 100 lawsuits ac-
cording to a study by law firm Bryan Cave LLP. None of these cases has
yet gone to trial because the parties have either settled out of court, or the

Feeling Compromised
Share of data-breach class-action lawsuits by

industry sector*
Medica
Consumer Reportin
e oporiing
gency
Retail
Social Network
Government
Entertainment

Others

*From October 2014 to December 2015
Source: Bryan Cave THE WALL STREET JOURNAL

11



K.Raghavan et al. / Journal of Management Science and Business Intelligence 2017 2(1) 9-15

courts have dismissed them. Target and Home Depot both ended up set-
tling customers' claims, while Neiman Marcus, PF Chang’s, and others are
contesting. When judges allow class-action lawsuits to progress beyond
their earliest stages, the businesses have to bear millions of dollars for ex-
penses incurred to gather large volumes of data and documentation de-
manded by the plaintiffs, in addition to loss of business and reputational
damage.

4. Cybersecurity Management Execution Flow

Cyber security management is a combination of both technology manage-
ment as well as adequate employee training on secure handling of IT re-
sources. In this section, we present an implementation process for cyber
security management that includes both technology and employees who
use the technology. Figure 1 depicts an execution flow of security man-
agement for small businesses. Even though this approach is equally appli-
cable to businesses of all sizes, we emphasize that security of organization
can be improved to a large extent by (1) training the employees and (2)
appropriately hardening the computer and communication settings. More
importantly, the investments required to implement these two steps would
be affordable for small businesses.

4.1 Human Resources Management: A well-known weak link in secu-

4.2 Technology and Systems Management: Most of the cybersecurity
attacks on businesses are low key and low focused. They often exploit the
weakness in security settings of computer and communication devices.
For example, it is more often the case that default settings of routers, fire-
walls, user privileges and credentials remain unchanged until such vulner-
abilities are exposed by the attacker.

Hardening Security Settings: Configure firewalls, both computer and
network level, to have up-to-date blacklisted websites. Enable the security
features of all communication networks like Wi-Fi, Bluetooth, LAN etc.
Configure the computer and mobile devices to run in lowest privilege
mode as much as possible.

Explore the possibilities: Explore the possibilities of using pen source
security tools for penetration testing, port scanning and anti-virus protec-
tions.

4.3 Real life practices: The corresponding author of this paper practiced
the above flow while managing the operations area of a major financial
services where employees had regular training on cybersecurity aware-
ness. Annual simulation exercises were conducted involving cross func-
tional teams to test the cyber resilience of the entire organization. The re-
sults of the simulation were analyzed and security practices were strength-
ened as needed. The organization’s technology personnel used penetra-
tion testing using internal personnel and skilled outside testers to harden
security settings as required. Anti-virus protection updates were installed

‘( Cyber Security ]4

»

Management

Human Resources

A \ W

A

Technology and
Systems

A A

Customer Trust Groups Training

ing

Individuals Train-

Investing in new Hardening Security

Products Settings

Figure 1: Cyber Security Management Execution Flow

rity protection chain is human beings who handle the resources. Security
of organizations largely depends on safe handling of data storage and com-
puter resources.

Individual Training: Regularly assessing the individual’s security aware-
ness through routine short courses and quizzes. Such assessments would
help the security trainer opt the materials and illustrations specialized for
the individual employees. This would help in the improving the overall
security protection organizations.

Group Training: Security training on recently discovered attacks on the
products (both hardware and software) that are used by the organization’s
business solutions. Establishing cross functional security teams to identify
the business consequences of potential attacks and develop resilience.

Customer Trust: Demonstrable security practices of people handling in-
formation system within an organization would improve customer trust.

promptly, and tested periodically by the IT auditors. Such preventive
measures were critical for building customer trust and for preserving reg-
ulatory approvals.

The second author of this paper worked in the electronics and defense in-
dustry for over 15 years, and had first-hand experience of going through
security training. During his employment and working on the government
projects, he and his colleagues had to go through continuous training re-
garding data handling and level of sensitivity of the data for their assigned
projects. Anytime they had a need to use new data, the employees were
briefed by the HR professional and the training about the technical part of
handling the data was managed by the project manager. The key highlight
of the training was the emphasis on the ethical responsibility of employee
in handling data. The employees were formally informed about what data
they could access and how they needed to be modified and stored. They
were assigned specific segments of data that they could either read only or
read and edit, and provided training on using the applications they were
not familiar with. They were required to refresh their familiarity with the
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policy of how they could handle the data. Any data access by the employ-
ees was recorded in a log with information about the type of data, the rea-
son for access, the reason for modifying and using data, and employee had
to enter his or her employee id and the date to allow for monitoring by
management. The policies for data handling and protocols were the same
for governmental and non-governmental projects. Any employee working
on government projects had to get security clearance which was paid for
by the corporation, and the employees who left the company voluntarily
or involuntarily were debriefed about their responsibility regarding main-
taining the security and content of the data. They were also informed about
the possible legal action that can be taken by the company in case of any
breach of security and privacy of the data. Both of the above real-life ex-
amples in different sectors show the data security management execution
flow in practice today.

Besides the training and education, the right set of incentives would moti-
vate the employees to keep them up-to-date on best security practices. A
study on relationship between leadership style and cyber security in small
businesses by Bhattacharya in 2008 showed that there is a significant re-
lationship between transactional and transformational style leaderships
and cyber security concerns within the organization. We suggest that the
cyber security management activities such as planning the training and
assessments, designing a right set of incentives and setting overall security
goals be explicitly integrated into the adopted leadership style of the or-
ganization to implement an effective cyber security protection.

The National Institute of Standards and Technology (NIST) provided a
detailed guidelines for securing small business. Table 1 provides a brief
summary of recommendations made in the NIST report.

Table 1: NIST recommendations (Source: Kissel 2009)

Absolutely necessary actions

1. Keep regularly updated anti-virus and anti-spyware soft-
ware both in office and home computers as employees
may access from home computers.

2. Install hardware firewalls between office/home computers
and Internet. Change the default admin names and pass-
words of the firewalls. Secure Wi-Fi access points and
networks.

3. Install and enable software firewalls in each computers.

4. Regularly patch OSs and applications; Make backup cop-
ies of important business documents.

5. Control physical access to computer and network compo-
nents.

6.  Require individual user account for each employee on
business computers and business applications.

7. Limit the access to data and information, authority to in-
stall software.

Highly recommended practices

1. Do not open attachments, web links, social media mes-
sages that comes in email unless you are expecting them
and you trust the sender.

2. Do not respond to popup windows by clicking Ok.

3. Use secure browser connections while doing online busi-
ness or banking.

4. Do not surf the web using an administrative privilege.

5. Do not download software from any unknown web page.

6.  While disposing computers remove the hard disk and de-
stroy them.

Usage of mobile devices in small business is increasing rapidly as they are
economically more viable than desktop and laptop computers. These de-

vices often handle and carry sensitive business information. Device-ori-
ented, user-oriented and management-oriented recommendations for us-
age of mobile devices in small business is listed in (Harris et al. 2014).

5. Preventive steps and recommendations: Model
framework

Security is a combination of prevention (protection), detection and correc-
tion (response). Prevention can defend against low-focus attacks and make
targeted attacks harder, and detection can spot the attackers. Having a
planned response strategy will minimize the damage and manage the fall-
out. In todays inter-connected, global marketplace individuals have to en-
trust businesses with intimate life details on email, Facebook, text mes-
sages etc., and entrust retailers with financial details. Increasingly, busi-
nesses and individuals use cloud services for storage and transactions
(Green et al, 2014). Awareness about the risks and data vulnerability will
prompt users to strengthen data security and response plans. Creating a
culture of cybersecurity, having current security software, and creating an
emergency response plan for a data breach are good first steps toward pro-
tecting the business in the long term. Broadband and information technol-
ogy are powerful factors in small businesses reaching new markets and
increasing productivity and efficiency making it critical for businesses to
develop a cybersecurity framework to protect their own business, their
customers, and their data from growing cybersecurity threats. Some spe-
cific steps to take are outlined in Exhibit 1.

Internal controls can strengthen companies’ resilience against game-
changing risks. Many businesses do not have formal processes in place to
assess and prepare for game-changing circumstances that could have rep-
utational, competitive, legal, or operational implications. Many cyber
breaches result as much from weak spots in the technology as weak deci-
sion making processes that fail to account for the full range of potential
business consequences of technology-related problems. The long term vi-
ability and reliability of a business depend on timely access to vital infor-
mation and IT resources at all times. Effective internal controls can help a
business maintain and test both the IT contingency and disaster recovery
plans. Adopting a consequences-based approach to dealing with risk
brings more focus on resilience and less on prediction. By establishing and
testing scenarios, managers can determine if the businesses can be resilient
at the times of greatest need. These scenario plans look beyond the indi-
vidual business to include all players in the value chain including key ven-
dors. More businesses are beginning to establish systems that monitor and
alert when the probability of a particular scenario increases, setting up
cross- functional crisis management teams, and identify processes to
quickly react to risks when they occur. Ultimately the most successful risk
strategies embed risk awareness through the company’s entire culture.

Exhibit 1: Implementation steps

Action step

Method

Rationale

Set the tone at the
top

Delegate responsi-
bilities at various
levels of manage-
ment, assign secu-
rity team, and de-
velop metrics &
measures of risks

To monitor cyberse-
curity threats and
corresponding pro-
tective measures, to
focus on holes in the
technology infra-
structure, metrics
will allow to meas-
ure and take actions
for any abnormal
risk levels.
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Raise employee
awareness

Allocate funds to
train employees in
using technology

To enable employees
to understand the im-
portance of setting
up various levels of
passwords access to
critical information
on the servers.

Establish security
policies, practices
about Internet secu-
rity practices, secu-
rity policies for
third-party security
providers, and es-
tablish policies
about physical ac-
cess to computers
and network hard-
ware

Communicate them
to employees on a
regular basis along
with the penalties for
violating the busi-
ness policies.

Use of USB, social
media, and personal
devices on the work-
place needs to be su-
pervised.

Establish the stand-
ards up front, spell
out the desired secu-
rity level, ensure that
itis included in the
provider’s perfor-
mance contract, and
test them periodi-

To protect sensitive
business data and
practices rules for
handling and pro-
tecting sensitive cus-
tomer information
and other vital data.
When using third-
party security it is
important that a legal
corporate contract is
in place due to the li-
ability issue

Physical security of
hardware compo-
nents is inevitable
for any business

cally.
Establish cross Include leaders from | To help them to take
functional security IT, HR, Finance, appropriate actions

teams

Risk and legal de-
partments to meet on
a regular basis to
discuss and coordi-
nate information se-
curity issues, run
simulation exercises

during and after se-
curity breaches.
Communication be-
tween departments is
integral to a success-
ful security strategy.
Companies that do
not perform such
scenario planning
exercises for crises
may end up looking
like amateurs, mak-
ing a bad situation
worse.

Establish backup
and recovery pro-
cesses

Regularly backup
data on all equip-
ment used in the
business.

To make sure that
the business can re-
cover by using the
backup data from
disasters

Setup firewalls be-
tween internal and
external networks
and implement bar-
riers to limit the em-
ployees’ irresponsi-
ble online actions

Teach employee to
think about their ir-
responsible behavior

To prevent employ-
ees from uninten-
tionally exposing the
internal information
to outside world

Automate software
updates

Software such as
Systems, applica-
tion, antivirus, anti-
spam, antispyware

To ensure prompt
update of software

Secure and manage
the Wi-Fi networks

Provide restrictive
password access and
assign the access to
networks with care-
ful investigation of
individual who can
access Wi-Fi net-
work

To ensure that the
access to Wi-Fi net-
work is secured so
that no unauthorized
individual can access

Use encryption

Categorize the infor-
mation sensitivity
levels and accord-
ingly provide en-
cryption key so that
only authorized indi-
viduals can have ac-
cess to information

To secure trans-bor-
der dataflow in the
global business envi-
ronment

Instill trust in cus-
tomers about the se-
riousness of security
breaches

Via CRM the trust
can be achieved

To promote cus-
tomer confidence in
the organization’s
commitment to pri-
vacy.

Be alert to new and
affordable technolo-
gies and cybersecu-
rity innovations that
can deter attackers
by detecting intrud-
ers sooner

Proactive manage-
ment style of the se-
curity official is nec-
essary to keep up
with the state of the
art security technol-

ogy

To stay ahead of the
intruder and mini-

mize the risk of get-
ting security breach

The suggestions outlined in the above table are preventive or avoidance
mechanisms. Since cyber security threats evolve over time, it is not prac-
tical to implement a fool-proof security protection at an organizational
scale. We suggest deploying intrusion detection systems at various levels
within the business to identify potential ongoing attacks. Effectiveness and
applicability of various types of intrusion detection systems are measured
in terms their detection methods, metrics used and their deployment mod-
els (Milenkoski et al. 2015). Table 2 provides an overview of common
trends and business practices of Intrusion Detection Systems (IDSs) nec-
essary and feasible for small organizations

Table 2: IDS trends and business practices (Source: Milenkoski et al,

2015).
IDS property Types Recommendations
Attack  detection | All Use workloads that con-
and accuracy, cov- tain current attacks
erage
Attack  detection | Distributed IDSs Measure time to notify
and reporting all or designated nodes
Resource con- | IDSs in resource | Measure power con-
sumption constrained envi- | sumption based on all

ronments

nodes

Performance over-
head

Host based IDSs

Evaluate workloads in
executable form gener-
ated by workload driv-
ers

Workload

cessing

pro-

Network

Monitor high rate work-
loads
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We recommend that the small businesses employ a combination of host
and network based intrusion detection systems to identify ongoing attacks.
This would help them to reduce the business risk from the security
breaches that could circumvent the implemented preventive measures.

6. Conclusion

Many small businesses are realizing that in the increasingly sophisticated
and inter-connected global marketplace, investing in information security
helps for more than just protecting the business. Strong cybersecurity can
position the businesses for competitive advantage with their business part-
ners and customers, as well as to allow them to take advantage of newer
technologies to help their growth. New, affordable technologies are offer-
ing stronger protections to detect intruders sooner and help businesses to
implement preventive and corrective measures. Progressive small busi-
nesses understand that volatility will stay for years to come, and are re-
thinking their approach to risk management so that shocks to the system
will not disrupt their strategy and future growth. A culture of risk aware-
ness throughout the business is a necessary platform for effective risk
management.

By adopting some of the recommended steps, small businesses can be re-
silient and be able to take calculated risks to pursue growth in the global
marketplace. With the exponential increase in internet fraud, security of
personal data transmissions is vital to e-commerce operations. A survey
by AICPA in March 2015 found that 82% of the respondents said their
fear of cybersecurity breaches has changed their shopping habits on inter-
net, and 56% mentioned that they used cash and checks more often. The
increased level of internet data theft has caused potential customers to be-
come skeptical and scared, and want more assurance of the protection of
their information. Investment in technology to protect customers and earn
their trust is minimal compared to the overall cost of doing business and
by the potential upside. Enhancing e-commerce site security with techno-
logical tools like SSL, and working with a reputable security vendor are
essential choices for small businesses to be successful and earn customer
trust.
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Abstr act

The main impetus for this study comes from the continued growth of information technology (IT) and its subsequent impact on
business processes within various sectors of industry. Implications of changes in business processes are reflected on the individuals’
job functions within businesses. IT is causing a major shift in pharmaceutical business paradigm. This shift can be observed in the
changes in the traditiona job functions of pharmacists. In this new paradigm, the Pharmacists are no longer perceived as just the
“pill dispensers” but are viewed as the health consultants to the patients. This study uses secondary data and informal anecdotd
evidences to understand and present the new emerging role of current and next-generation pharmacists. Specificaly, the authors of
this study explore the impact of IT on pharmacy professionals’ job functions, work load and processes and its impact on services
rendered tothe customers. In responsetothe new paradigm of pharmacy professionas, we present recommendations to the pharma:

cy management to optimize patient care.

Keywords: Pharmacists, EMR, ASHP, CPOE, Health Professionals, Information Technology

1 Introduction

T he continued growth of informaiontechnology (1T) and its subse-
guent impact on business processeswithinvarioussectors of industry is
aknown fact. It isalso apparent that the changesin the business pro-
cessesgenerally result in changesin jobfunctionsof individualswho are
part of thebusnessprocess. Inthisstudy, the authors’ focus is to outline
howIT iscausngamajor shift in pharmaceutical businessparadigm and
itsimpact onthetraditional job functions of pharmacists. In thisnew
paradigm, the Pharmacists are no longer perceived as just the “pill dis-
pensers”, but are viewed as the health consultants to the patients.

In a recent “The Next-Generation Pharmacist® Awards” several
pharmacistswererecognizedfor their contributionstotheir professons
(2015 Next-Generdion Pharmacist Awards, Meet the Winners!” Phar-
macy TimesEditorid Saff). Thecommentsmade by the award recipi-
entsshowedthat they viewthejobfunctionsof thecurrent and the next
generation pharmad stsextending beyondthetraditional fundionsof jus
dispensing the prescriptions.

T hisstudy usessecondary dataand anecdotal evidencesto understand
and present theemergingrole of current and next-generation pharma-
cigs. Fecifically, theauthorsof thisstudy exploretheimpact of IT on
pharmacy professionals’ job functions, their work load and processes,

anditsimpact onservicesrenderedtothe customers. Inresponseto the
new paradigm of pharmacy professonals, we present recommendations
to the pharmacy management. Thispaper isorganized into several sec-
tions. Thefirst section providesaliteraurereview on howthe pharmecy
professonhasevolved from its conventional and traditional drug fo-
cused basisto patient focused basis. Thesecond section definestherole
of informationtechnology in the context of phamacy business followed
by methodology usedinthisstudy. T hefourth section listskey factors
that have sgnificantly influence on the changing role of pharmacists.
T herecommendationstothe pharmacy management arediscussedin the
fifth section. Thelast sectionscoverthelimitaionsandfuturedirections
of the study followed by the conclusions.

2 Literature Review

Inthe past century, the pharmacist role focused more on the com-
pounding and production of medicines. (T oklu and Hussain 2013).
However, inthe21® century the focusof the pharmacists more towards
teaming up with health care professond rather than spending majority of
their time on compounding and dispensng medicines. Tokly and
Hussain (2013) suggest pharmacy schoolsto prepareaprogramthat has
competencewith the changing role of the pharmacists. They further
suggest that thepharmacy studentsshould be provided the skills neces-
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sary to fulfill the new role. Lada and Delgado (2007) study analyzed
pharmacist interventionsandresuscitaion experiences, including phar-
macist’s participationin ahospital emergency department (ED), and the
potentid cost avoidance associatedwith theinterventions made by the
pharmacists. The study foundthat thephamacists played a supporting
roleof healthprofessonalshy providing drug information, dosage ad-
justment recommendations, responses to questions from nursing staff,
formulary interchanges, and suggestions regardinginitiation of drug
therapy. T hestudy concludedthat such aroleplayed by the pharmecists
resulted in a cost savings of over one million dollars.

3 Rodeof Information Technology

I'n the context of thisstudy I nformation Technology (1T) isany com-
puter-based hardware and/or software application used in the manage-
ment of any disciplineandusedasatool for any fundionor carryingout
any task. | Tisatool tha providesinformaionand used in any process
that helpsmedical professional, includingpharmaciststo perform their
job. For example, the electronictransfer ofprescriptions from doctors’
officedirectly tothe pharmacy and between pharmaciesfacilitatesre-
ceipt of patient datafor thepharmacist to accurately provide necessary
conaultingservicetothe patient, orderingthe medicinesto manage the
inventory efficiently, andmany more. Therearevarious forms of tech-
nology tha influence thepharmacy educationand professionresultingin
changesin the traditional role of the pharmacist.

Pharmacy collegesand schodlsuseavariety of technologiesin their
teaching methods, which have evolvedto meet the needs of the current
generation of tech-savvy students. While students are satisfied with the
appropriatenessof technology, many exhibit preferencesfor even grester
use of technology in the classroom(DiVall et al. 2013). Educatorsare
tryingtobalancethe potentially positive aspects of technology (e.g.
Twitter) which leadstoincreasedinteraction among studentswith poten-
tialy negative aspectssuch astheinteruptive nature of Twitter use and
the large volume of tweets generated by a class assgnment (Fox and
Varadarajan 2011). Astheinformation technology permeates pharmacy
education andtherange of information technology in use increases, it
could collide with considerable challenges due to the complexity and
capability of diversetechnology array (Fox 2011). T he pharmecy facul-
ty will haveto bewell versedin theroleof informationtechnology in the
pharmacy education courses, o they can prepare the studentsfor pre-
sent-day pharmacy operdions. In summay, | T fadlitatesandimproves
the efficiency of the pharmaceutical processesenabling the pharmadg to
have moretimetofocusonpatient counseling and other activities be-
yondjust dispensingprescription. The rest of the paper discusses how
theinformaiontechnology ischangingthejobfunctionsof thepharma-
cy professonalstoday

4 Methodal ogy

Thisisaconceptual study andthe authorshavetaken an exploratory
approachtostudy theemergingrole of phamacist. They have conduct-
ed theliteraurereview of thecurrent and the past research studies and
identifiedthekey fadorsinfluencingtherole of pharmacists. T his paper
will reviewatopictha hasnot been studied much in the past, asevi-
dencedhby thelack of exigtingliterature. In addition, the authors have
conducted one-on-oneintervievwith thepharmacists, and used anecdo-
tal evidencestosubstantiate their findings from the past research and
developedalist of key constructswhich hasmade asignificantimpadt in
transforming the traditional pharmacists’ role.

Theauthorscontacted the pharmagy professonalsby visitingthelocd
pharmaciesin thearea. Thephamacy selectionswere random based on
the convenience and accessibility of the pharmecy prof essiond sworking
inthe specific pharmacy. The authorsinterviewed approximately a
dozen pharmacies. | n some pharmacies, multiple pharmacy employees
wereinterviewed. T he set of questionswere general asking them about
their education andthe university they graduated from, and how long
havethey been workingin thefield, what aretheir responsibilitiesand if
therewere any changesin their jobfunction while working the present
pharmacy or in ther previousjobs. Although the questions about their
agewas not asked, authorsbelievetha the pharmadststhey interviewed
varied in age from late 20sto about 50. T he gender distribution was
about 65% female and 35% male. Theauthors’ intent was not to com-
paretheresultsbased on any demographics, becausethe pharmacy em-
ployees were busy and the questions had to be specific to the details
about their job. T herespondentsdidcover the key aspects of their job
functionsso that the authors could understand the evolving trendsin
their jobs. In additiontotheirjobfunctionsmost of them mentioned the
increasein theregular traning dueto the changesin thetechnology and
the growing pressure fromthe pharmacy management about their per-
formancemetricsand scores. Each pharmacy manager hasto report the
pharmacists’ performance scorecard with certain metrics defined by the
corporateoffice. Thepharmacistsarethen rated basedon their scores In
many chainpharmacies, the pharmacistshave to also performcashiering
functionsfor customerswho are at the pharmecy counter, thereby spend
ingvaluabletime on non-pharmacy functions. In today’s time and cost
driven evaluationmetrics, pharmacistsarehavingto perform functions
far beyondtheirtraditional role. Theauthorsgot theimpressonthat the
overall work environment in the pharmacy wasvery stressful. T he next
sectionsdiscussthese constructsandthe rel ationships between them to
develop amodel to explain the new emerging role of pharmacist.

5 Key Factors Driving the New Emerging Role of
Phar maci st

Thissectiondiscusseskey factorsdrivingtheemerging role of phar-
macist: Computerization of the Hospitalsand Medical Entities (e.g.
Electronic Health Records, automated dispensing cabinets), Cost related
to Health Care, Mindset of the Health Professonds(all levels), Nationd
Surveysprovidingdetailsabout thetrendsin the variousareasof medcd
profession), and Health Insurance.

5.1 Computerization of the Hospital sand Medical Entities
Advancesin health caretechnology - Computerized Physician Order
Entry (CPOE) and EledronicMedical Records(EMRS) -- free up phar-
macists’ time by automating certain tasks so they can dedicate moretime
to patients. T hese advances also increase accuracy and readability of
prescriptionsandimproveefficiency. T he technology enhancementshep
better documentation of pharmacy activitiesthat improve patient care
acrossthe healthsystem, while also challenging pharmaciststo revise
traditional rolesand embrace change s multaneoudy which can be risky
endeavors. Technology canbringthe medicd professondsand pharma-
cigtscloser together by creaing opportunitiestoincrease communicaion
during hand-offsof care The EMR would allow inpatient, outpatient,
andcommunity pharmaciststodocument and share their activitiesand
information. Use of Electronic Health Records (EHR) playsasignificant
part in definingtherole of thepharmadst inthe 21t century (Klimek,
Drug T opics— August, 2009). Traditionally, pharmecistshave had very
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littledatatoassessaparticular disease satethat aphysician istreating.
T headvent of big dataand dataand dataanalytics combined with tech-
nology hasenabled phamaciststo expand their role in improving the
prescriptionof medicationsin boththe hospital and outpatient settings
andbe aware of the patient’s total prescription profile. T he adoption of
EHRsand medication-usetechnologieshascontributed to this growth,
accordingto theresultsof the 2013 ASHP national survey of pharmacy
practicein U.S hospital settings(Pedersenet al. 2014). EHRshavebeen
implemented partially or completdy in most hospitds(92.6%). Comput-
er prescriber-order-entry syssemswith clinical decison support were
used in 65.2% of hospitals, 80% had barcode-ass sted medi cation admin-
istrationsystems, 80.8% had smart infusion pumps, and93.9% hadelec-
tronic medication administration records (Pedersen et |. 2014).

EHRswere used in 60.7% of outpatient clinics, with electronic pre-
scribingto outpatient pharmaciesusedin 59.6% of hospitals. Pharma-
cistspracticedin 27.1% of hospital ambulatory or primary care clinics,
whichisanincreasefrom 18.1% compared with 2010 (Pedersen et I.
2014). Thegrowinguse of EHRs and the exchange of electronic data
generally will giveboth physiciansand pharmacistsaunified view of the
complete patient profile and enable pharmaciststoprovide greater ass s
tancetophysiciansand patientsin all care settings. (Klimek, Drug T op-
ics— August, 2009)

Instudyingwhat IT isavailable on the market for prescribersand
pharmacists, Goundrey-Smith (2014) found that thereisavariety of
systemsandtechnologiesavailable to support the medicines supply and
use processes. Thetechnologiesidentified by Goundrey-Smith (2014)
aremobiletechnology, technologiesto support approachestoadherence
monitoring, automated dispensing, electronic prescribing (EP) systems,
barcode medicineidentificaion technology, and T elecare. However,
pharmacistswill needto ensuretha they connect IT in away that will
support their professional objectivesandthat they arenot circumvented
inthelT inititivesof thenewNational Healthcare Syssem (NHS. IT
can improve patient safety, allowing professiondsto provide high quali-
ty care and help patients make the most of their medications.

5.2 Costrelatedto Health Care

Asthird-party reimbursementscontinue to decline, physicians have
been forcedto increase the number of their daily patient encounters,
shorteningthe amount of time they can spend educating their chronic
care patients. A pharmacist becomes the most accessible healthcare
professional who ishighly skilled in disease management and chronic
careeducation (Pope Drug T opics— Oct. 15,2010) and many pharma-
cistsinretail practicesacrossthe country are beginningto specializeand
act ashealth coaches, most notably in diabetesmanagement, blood pres-
sure, cholesterol

Whet her teaching classesfor large groups, managingintensvet hergoy
programs, or initiating patientsin theuse of insulin pumps, pharmacists
areservingamuch-neededrolein improvingoutcomesand, in turn, are
loweringoverall healthcare costs(Pope Drug T opics— Oct. 15, 2010).

5.3 Mindset of the Health Professionals(all levels)

In the past, a few pharmacists have expressed concemn that pharmacy
was movingaway from a product-based profession to a service-based
model. As this evolution continues pharmacists must embrace both
mindsets, knowing that provision of clinical services in the retail setting
leads to increased prescription volumes (Pope, Drug Topics — Oct. 15,
2010). Once a critical mass of historical data is accumulated, data analyt-

ics can bring significant benefits to patients and health care professions
alike in the future.

5.4 HealthInsurance

With the new partnership between the National Community Pharma-
cists Association (NCPA) and the American Association of Diabetes
Educators (AADE), more pharmacies are expected to begin billing insur-
ances for cognitive diabetes educational services. Even industries and
insurance companies are beginning to make use of the power of pharma-
cists to improve patient adherence and outcomes through clinical ser-
vices in the retail setting. (Pope, Drug T opics — Oct. 15,2010). The next
section provides details on the ASHP survey background and its implica-
tions for pharmacists’ job functions and pharmacy management. In
addition, it discusses the growth of technology and its influence on the
general business processes within pharmacy business.

5.5 American Society of Health System Pharmacists
(ASHP) survey

ASHP’s National Survey of Health-System Pharmacy Practice has
evolvedintoapowerful tool totrack pharmacy developments. There-
aultsof the survey, which monitorsboth micro- and macro-trends, help
highlight changes that are critical to the profession’s future (
http:/Amwv.ashpintersectionsorg/2011/03/use-of -technology -growing-
pharmacists-roles-changing/). T heresultsof the ASHP survey are pub-
lishedregularly andit servesasavehiclefor communicatingthe present
trendin thefield of phamacy prectices. The results are also circulated
viapublication of survey resultsin pharmacy journals which are sub-
scribed and read by the pharmacy professionalsandtheacademicprofes
sonals. Typicaly, thesurvey consists of the data collected from
varioussourcessuch apharmacy professonds, hospitals, and industry.
The results of the survey are then analyzed and organized to see the
dynamicsof factorssuch astechnology, thedemographic distribution of
the pharmacy professionals, the use of various drugs and developments
inthedrugsand so on. Pharmacy management use the latest datato
understandthe emerging trendsin the pharmacy disciplines and help
definethejobfunctionsof thephamacists. It further hd psthe manage-
ment toalign the pharmacists’ job functionsandthe other operations of
the pharmacy withthe current developments. Thus, the ASHP survey
hasan indirect influenceontherole of the pharmacists. T he following
discussonwill help readersunderstandthepurpose of the ASHP survey
anditsimplicationsfor thephamacy management andtheevolvingrole
of the pharmacists.

5.5.1 ASHP Survey Background

Thesurvey,which hasitsrootsin the Mirror to Hospital Pharmacy
(publishedin 1964), wasfirst fieldedby ASHP in 1975. What initialy
began as an occasiona survey, occurring once every few years, has
become an annual effort at datacollection. (ashpintersections.orgMarch
2011). Snce 1990, thesurvey hasdocumentedthresimportant trendsin
health-system pharmacy: theinfluence of The Joint Commission (TJC’s)
on national safety standards, the growth of technology in pharmacy
practice,andtheevolutionof rolesfor pharmacistsand pharmacy techni-
cians. ASHP’s national survey has captured another pronounced trend:
the growth of technology. In 2010, 34.5 percent of hospitalshad adopted
bar code medication administration, compared with just 1.5 percent in
2002. In 2010, 18.9 percent of hospitalshad adopted computerized pre-
scriber order entry with clinical decison support, compared with 2.7
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percent in 2003. Thegrowth of technology haspositively affected how
pharmacistsand pharmacy technidansgo about theirwork, accordingto
thesurvey. Although seven- and eight-year trendsdemonstrate growth,
longer trendsillustratejust howfar theuse of technology in pharmacy
hascome. For example, in 1982, only 17.6 percent of hospital pharma-
cieswere computerized. Now, virtually all are. (Douglas Scheckelhoff,
M.S., FASHP, ASHP’s vice president of professional development). The
near universal use of automated dispensing cabinets reflectsthe shift
towardunit-dosedrugdistribution. All of these technologiesimprove
efficiency and saf ety, andtheinformationthe survey providesabout ther
use in forming practice models, to ensurethesetechnologies are used to
maximum effect.

6 Examples of New Role of Phar macist

Some of the services provided by today’s pharmacists are: Vaccina-
tion influenza, Finger stick blood draws, Screen for hyperlipidemia or
diabetes, Bone density screening for Osteoporosis(Roberts2008), Com-
prehensive health carecoordinaors— Patient-centricMedication T hera-
py Management Service, Vaccination, Patient Counseling, Prevention
and Wellness Program (Biotech Business Week, February 1, 2010,
http:/Amwv. highbeam.com), symptomatict reatmentsof cough and cold,
smpledermatological andminor trauma (M abee 2014), help increase
immunization rate and reduce vaccine preventable diseases (e.g.
Walgreenshasimmunization intelligence application and Smart Rec-
ommendation tool which identifies CDC recommended immunization
that are pesonalized), | nformal medical advisor tocustome (Kisa et al.
2007), Socia Media— pharmadst are makingther voice heard all over
theworld, #pharmecist tweet-a-thon — to highlight the positive impact
that pharmadsts have on patients, their communities and healthcare
industry.

Exhibit 1: Key factorsand changesin roles of pharmacists

Key Factors
Computerization of pharmaceutical operaions
Cogt relatedtohealthcare
Mindset of healthprofessionals
Health insurance
ASHP survey (results)

\ 4

Traditional Rol
Routinetasks
Support to thepatientslimitedtothe prescrip-
tions
Monitor the drug supplies
SQupervisetechnicians

\ 4

New Role
Someof thetreditional tasks
Conault patientswith healthrelated questions
Advise/educat e patientsabout drugreactions
Clinical tasks
Immunizationand medicd screening/ tests

Exhibit 1 above shows the influence of the key factorsdriving the
changesin theroleof pharmaddts. In thenext section the authors pro-
videthe guidelinesfor pharmacy management that will help respond to
the influence of technology on the emerging role of pharmacist.

7 Recommendations for Pharmacy Management

Table1 displaysthebasic framework thepharmacy management can
use asa guide to managethe ongoing changes in the pharmacy opera-
tions and their pharmacy professionals’ role.

Table 1: Pharmacy Management Framework

Key Factor Pharmacy Management Action

Updatethe pharmacy operationsefficiency
anddevelop and/or update the training of
their pharmacists and pharmacy techni-|

Computerization of
pharmacautical opa-

ations cians.

Cog relatedtohedth | Pharmacy management should updatetheir,
information regarding the overall health

care carecostsso that they cantrain their phar-
maciststo work withthedoctorswithinthe
guidelines set by the FDA

Mindset of health Pharmacy management needsto understand

n . ° the mindset of their pharmacy staff and
professionals

introduce any changes in the processes
gradually so that the staff accepts the
change without any grievance

Changes in the health insurance of their
customersneedtobe monitored and updat -
ed as necessary and also understand itq
impact ontheir relaionship with their cus
tomers.

Healthinsurance

ASHP survey (results] Reviewthefindingsof the ASHP survey in
order to understandthe overall pharmaceu-
tical busnessenvironment so that they can
made necessary changesin the pharmacist’s
job functions

Other Pharmacy management needs to be proac-
tivein understanding any other unarnticipat-
ed changesin the pharmaceutical businesy
that canadversely affect the pharmacists’
responghilities. Develop and update the
performance metricstomatch any changes

in the pharmacists’ job function.

Based on the analysisof thefactors influencing the job functions of
the pharmadstsitisimportant that the pharmacy management and spe-
cifically the corporate management of the large pharmaceutical firms
assess their pharmacy processesto redefine the processes and prioritize
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resourcesusedin the pharmacy operations. Oncethe assessment of the
pharmacy operaionsiscompleted, themanagement will needto evallete
theskill set of their pharmacists to determine the gap that may exists
between their current skillsand the revised kill set needed. T he gap
analysiswill guide the pharmacy management to develop the training
necessary for thephamaciststoalign their skillswith the revised phar-
macy processes. For example, asenior pharmacist who hasbeen working
in apharmacy for alongtimemay bereguiredto go through thetraining
of usngtheautomated applicationsfor processng the prescription. In
some cases, the pharmadstsmay berequiredto take a continuing educa-
tion course and passan exan to updatetheir killsandrenew their sate
license. In short, thepharmacy management need to regularly monitor
their pharmacy professonalsandbe proadivein updatingtheir skill sets

Oneof thechallenges the management may face istheir ability to
manage the mindset of the pharmecistswho have in their positions for a
longtimeandresist changestoknown processes. It may be necessary to
hire change management consultantsto educat e theolder pharmadsts so
that they can embracethe changein theirjobfunctionswithclear under-
standing. Use of change management consultantsby thecorporationsis
normal practicein many industries, andthe pharmacy management can
use it successfully.

T he pharmacy management will have to clearly understand the inter-
action betweenthe hedth insuranceof their cusomersandtheimpact on
their businessrelationswiththe pharmacies. For example, in the previ-
oussection it wasmentionedthat therisein thehealth insurance cost is
pushingthedoctorsand hospitalstoshift some of ther functionsin the
handsof the phamacigts. |n such casesthe pharmacy manager will have
tointerveneandclearly understandthe extent to which their pharmacy
professionals have toplay a “doctor’s”
implicationsbecause of theshifting of some of the tasks. Pharmacists
may bemotivaedto performsome of the job functionsthat were per-
formedhby the doctorstohelptheir customers, but they may not realize
any typeof legal implications. Insuch situations, it isthe responshility
of the pharmacy management to make such decisons.

It isimportant for pharmacy management to understand the overall
business environment of the pharmadesandthe changesthat are taking
place so that they can proactively adjust their operations. One of the
factorsthat wasidentifiedin the previoussection wastheroutine survey
of thepharmecy operations that is conducted by American Society of
Health System Pharmacists(ASHP). The pharmacy management can
critically reviewtheresults ofthese surveys and get the “pulse” of the
changestakingplacein the pharmacy operations. The data will give the
pharmacy management sometypeof direction to makenecessary chang-
eswithin their pharmacy operationsto be competitive in the market
place. Themanagement can share the results of the survey with their
pharmacy st aff so that they can understandthereason about any changes
made in their job functions.

One of the aspects of the pharmacists’ change in the job functions that
is often overlooked by management isredefining or updatingthe perfor-
mance metricstomatch withthenewrole. Management cannot continue
to usethe outdated performance metrics, sinceit doesnot reflect thetrue
performance of the phamacists. Theman challenge faced by manage-
ment isthe adjust ment of the compensationsof their pharmacy staff to
align with the new and changed responsihilities.

role so that there are no legal

T he recommendationsfor Pharmacy managers are summarized as be-

low:

e  Understandthe growth of technology and emerging appli-
cationsthat pharmacists can use.

e  Assessthework environment and capabilities before de-
ploying the technology.

e Reevaluatethejobfunctionsof pharmacistsand pharmacy
technicians.

e  Assesstheperformancemetrics -- pharmacists and phar-
macy technicians.

e  Continualy evaluate customer satisfaction metrics and
identify measuresto improve them.

e  Define clear boundary between the role of pharmacists,
pharmacy technicians, doctors, and patients.

e  Provideadeguateresourcesfor trainingand align with the
technology deployment.

e  Defineclear boundariesbetween the role of pharmacists
andthedutiesof retal counter personnd in chain pharma-
ceutical companies, to minimize drain on pharmacists’ val-
uable time.

e  Workwith the pharmecy educatorstoensurethat the new
graduat esacquire thetechnology andtechnical skillsneed-
ed to be successful in their future careers.

e  Ensurethat adeguatetrainingopportunitiesareprovidedto
the pharmacy professional to keep their skillsup to date.

8 Limitations of study and future directions

Thisstudy wasbased on the authors’ interviewswith the areapharma
cy professonals and their responses, followed by analysis of the re-
sponseshy comparisontothefindingsfrom the previous research stud-
ies. T heresultsof theanalysis were then used to draw the conclusions
based on the authors’ interpretations and perspectives of the responses of
thepharmadststhey interviewed andtheliterature study. The study did
not includeany formof staigtical analysisother than the conclusons
drawn based on the secondary datathey usedfrom thesurvey conducted
by the ASHP survey. Thus, the study hasacertainlevel of hidden biasin
their report regardingthe newrole of the 21% century pharmacists. In
order to eliminate the effect of such hidden biasit isnecessary to gather
larger volume of databy conductingasurvey of pharmacy professonals
acrosswide geographicregion. Increasedamount of data will allow the
authorstobeableto perform detailed statistical analysis so that more
accurateresultscan beobtaned. In afuture survey, demographic data
will be gathered so that the results can be compared across different
demographic paameterssuch as, age, experience, education, gender of
pharmacists. In addition to the pharmacies, it would be beneficial to
conduct a survey of pharmacy schools and the curricula used in their
degree programstodetermineif they reflect the ongoing changesin the
pharmacy operations.

Oneof thekey areastha can potentially contributetothe factors dis-
cussed in thispaper isexploring the curricula offered by the academic
ingtitutionsin responsetothe new developmentsin the pharmaceutical
industries. For example over thepast severd decades the development
in theinformationtechnology andgrowt hof data have caused the busi-
nessesacrossUSandoverseastoredefinetheir business processes, and
resultingin the needfor new skill setsof ther employessand graduates.
T he corporate managers are advising the education board to evaluate
their degree programsand preparethe new graduates to meet the chal-
lenges created by the new technology. Several schools across North
Americahave individuals working in the corporations serve on their
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curriculum boardto offer regular adviceregardingmaking any changes
necessary to meet the current skills demanded by the corporations.
Likewise, it isexpected of the pharmacy schoolsto assesstheir curricu-
lum and make changestomeet the new skills demanded of their gradu-
ates.

Anothe areaof researchisneededin howthe online pharmacies are
influencingthebrick and mortar pharmades. It isalso helpful to investi-
gateif such onlinemarket hasany type of influence on the pharmacy
operationsandon the role of the pharmacigts. The results from such
investigationsmay offer some necessary information to the pharmacy
management totake needed action to avoid business declines. In addi-
tion, researchin the areaof ethicsandlegal implications of the techno-
logical developments’ impac on thepharmacy operaions will be useful
to prevent any adverse effect on thepatient care In summary, wide areas
of research landscapesare openand can offer additional knowiedge to
the pharmacy management.

9 Conclusion

T heroleof pharmacistscontinuesto evolve asthetechnology enables
automating their “routine” andtraditiond job functions, and empowering
themtoutilizethar knowledge in more challenging medical activities
than inthe past. Astechnology implementation continuesto evolve,
pharmacistsare at the forefront of capitalizingon newvmodelsfor paiet
careandovercoming potential threas. Pharmad stscan use technology to
not only improve patient care, but to document their contributionsto-
ward meaningful use andreimbursement. Inthispape the focus was on
howthe pharmacy management should respondto thehecticand chang-
ingjob functionsof the pharmacistsand stay competitive in the health
caremarket. Thekey factors were discussed and a pharmacy manage-
ment framework was presentedin thispaperwith suggestions for future
directions.
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